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Chapter 6: Server-side Processing of Submitted 
Data

• Environment Variables -- A group of variables in which 
the Web server stores information about the current http 
transaction it is servicing.

Some Environment Variables

GET or POSTREQUEST_METHOD

IP address of clientREMOTE_ADDR

data appended onto the end of the URLQUERY_STRING

Web server's domain nameHTTP_HOST

• The CGI interface (between the Web server software and the 
Perl program) makes all of the  server's environment variables 
available to the Perl program in the form of the built-in 
(global) %ENV hash.

• The keys of the %ENV hash are the environment variables.

• Example: The query string is available in the %ENV hash 
under key QUERY_STRING.

$ENV{"QUERY_STRING"}

Query string encoding  -- Often called URL encoding.

• You can manually (by typing) add data to a query string.

Example:

http://jonah.cs.gordon.edu/~sbrinton/cgi-bin/env.cgi?hello

• Most newer browsers will hex encode the space.  So 
%ENV{"QUERY_STRING"}will contain

hello%20there

Manually submit the above URL.

• Data from HTML forms is encoded in a systematic fashion.

• Fundamentally, the form data is encoded as a &-delimited 
string of name=value pairs.

name1=value1&name2=value2&name3=value3& . . .

Example:

name=Frodo+Baggins&email=frodo @shire.com

• Blank spaces in form data are indicated with + characters.

• Some browsers may encode characters such as @.

frodo%40shire.com (instead of frodo @shire.com)

• However, when characters used to give structure to the 
query string (=, &, +) appear in the actual data, those 
characters MUST be hex encoded.

Example: Suppose the user enters the following:
C++ Program mer
and 
frodo@barnes&noble.com

Resulting query string:
name=C%2B %2B+Program m er&email=frodo%40b
arnes%26noble.com

• If the & and + characters in the data were not hex encoded, it 
would be impossible to make sense out of the query string on 
the server.

name=C+++Program mer&email=frodo@barnes&nobl
e.com

• Which characters are spaces?

• Worse yet, the name=value pairs are not well defined 
because of the extra non-encoded & character.
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The strategy for decoding a query string in a GET request.

Step 0: Get the query string from the environment variable:
$querystring = $ENV{"QUERY_STRING"};

Step 1: Split $querystring into an array at the & delimiters.
Step 2: For each name=value pair, split it at the = into the 
name part and the value part.
Step 3: For each $name and $value,  convert the + symbols 
back into spaces and convert the ASCII numbers back into the 
characters they represent.
Step 4: Store the decoded $value into the hash with the 
decoded $name as the key.
$formHash{$name}=$value;

The result of the decoding routine:

%formHash contains the submitted form data, where the keys 
are the names of the form elements, and the values are the 
actual data.

• We will simply place this decoding routing at the top of all 
our CGI programs and they will be equipped to handle basic 
GET transactions.

HTTP GET -- The CGI program acquires the data from the 
QUERY_STRING environment variable.

HTTP POST -- The data (still encoded like a query string) is 
passed to the program through it's standard input stream.

• Only one line of the decoding routine need be altered to 
enable a CGI program to handle POSTed data.

read(STDIN, $querystring, #of bytes); # for POST

instead of 

$querystring = $ENV{"QUERY_STRING"}; # for GET

• The Web server knows the number of bytes comprising the 
incoming POSTed data.  It places that number in the 
CONTENT_LENGTH environment variable.

• So, we can get that value from the %ENV hash.

read(STDIN,$querystring, $ENV{"CONTENT_LENGTH"});

See nameform2.html and personalMessage2.cgi

GET vs POST

• With GET, the submitted data is visible in the Browser 
window and is part of the URL.  Neither is true with POST.

Advantages of visible data:
• Convenient when debugging CGI scripts
• Can manually type in and submit data (also good for 
debugging) 
• The URL call can be bookmarked, data and all

Disadvantages of visible data (security risks):
• Submitted passwords appear in the Browser's address bar.
• The URL (data and all) may be saved in the Browser's 
history list (i.e. history file).

Strategy so that your programs are as flexible as possible:
if($ENV{"REQUEST_METHOD"} eq"POST") {
read(STDIN, $datastring, $ENV{"CONTENT_LENGTH"});
}
elsif(exists $ENV{"REQUEST_METHOD"}) {
$datastring = $ENV{"QUERY_STRING"};

}
else{
print "Offline execution detected\n";
print "Please enter some data.\n";
$datastring = <>; chomp $datastring;

}

• if POST, read the $datastring from STDIN
• elsif treat any other HTTP request method as GET (http HEAD 
request results in empty $datastring, for example)
• else grab some data from the keyboard (so that the CGI program can 
be run offline for testing -- you type in a query string to simulate a 
form submission)

See personalMessage3.cgi (run offline as non-CGI program: thename=somevalue…)
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The simple scenario: Stand-alone HTML page with a form 
submits its data to a CGI program.  The program spits out a 
Web page whose content varies according to what data is 
submitted to it.

Major drawback: Suppose we add/delete a food item or 
simply change a price.  Then both the HTML file and CGI 
program would need to be edited.  This is a hassle and a couse
for error (e.g. price in HTML file different from that in CGI 
program).

The better solution: A dynamic Web application.

• All the flood items and their prices are stored in a single data 
source on the server -- a text file, database, or simply in an 
array or hash in the CGI program.

• A CGI program is capable of both creating a page with the 
HTML form based upon the data source and processing the 
submitted form data, again utilizing the data source.

• Thus, the one data source completely drives the Web 
application.  One change in the data source, and the whole 
application adjusts dynamically.

How the dynamic version of the food program works:
• The data, used both to create the form and to process its 
submission, is stored in a hash in the program (could read it in
from a text file).

%food_price_hash = ( "Cheeseburger" => "1.50",
"Veggieburger" => "1.50",
"Fries" => "1.00",
"Drink" => "0.80" );

• The program has two functions: one to print a page with the 
form and one to process the form and print a results page.

if($datastring eq ""){ # no data submitted
&printForm;   # print page with order form

}
else{

&printResults;# process submitted data and
} # print an order sum mary page

See food2.cgi

Note how the hash containing the food items "glues" the 
whole application together.
• Entry in %food_price_hash
"Fries" => "1.00"
• Text field in the order form
<input type="text" name="Fries" value="" />
• Submitted name=value pair (if user enters 2)
Fries=2
• Entry in %formHash (the hash decoded from query string)
"Fries" => "2"

• In the program when the form is submitted, the two hashes 
%food_price_hash and %formHash are "parallel" in the 
sense that they have the same keys.

$friestotal= 
$food_price_hash{"Fries"}*$form Hash{"Fries"}; 

Dealing with Radio Buttons:
• The names all have to be the same.
• Thus, the values are used to determine which was chosen 
when the form was submitted.

%size_prices = (
"large" => "8.00",
"medium" => "6.00",
"small" => "4.00"

);

%topping_prices = (
"large" => "1.00",
"medium" => "0.75",
"small" => "0.50"

);

Server-
side 
data 

source

• Upon submission, a group of radio buttons results in at most 
one name=value pair in the query string.  For example:
chosen_size=large

• Thus, there is at most one entry in %formHash for the group 
of radio buttons.  For example:
"chosen_size" => "large"

• It is then easy to determine the selected radio button.  For 
example:
$userchoice = $formHash{"chosen_size"}

• In this example, the $userchoice variable then contains a 
key from the server-side data hashes (previous slide), thereby 
pointing to all of the information pertinent to the user's choice.
See pizza.cgi
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Note: If you give the user a default radio button selection or 
you have JavaScript which does not allow the form to be 
submitted without one of them having been selected, then 
there should always be a name=value pair submitted from 
the group of radio buttons.

If you do have a stand-alone radio button (which is bad 
practice since you can't un-select such a radio button), then 
you would simply test if 

exists $formHash{"name_of_radio_button"}

to see whether it was selected when the form was submitted.

Dealing with Checkboxes:
• To deal with only one stand-alone checkbox 

<input type="checkbox" name="fred" value="…" />

(effectively just a Boolean variable) the process is very simple
in the CGI program:

if (exists $formHash{"fred"}) {
the checkbox was chosen

}

• The value submitted by the checkbox is unimportant. 

• The strategy is similar when there is a group of related 
checkboxes (where the user may select none, one, …, or all of 
them).
• The names are all free to identify the checkboxes and the 
values don't really matter.

%toppings = (
"m_pepperoni"=> "Pepperoni", 
"m_sausage"  => "Italian Sausage", 
"v_peppers"  => "Green Bell Peppers", 
"v_mushrooms"=> "Mushrooms",
"v_onions"   => "Vidallia Onions",
"v_olives"   => "Black Olives");

Server-side data source

• There will be one name=value pair in the query string for 
each checkbox which was checked. For example:
m_sausage=yes&v_peppers=yes

•The key is that the group was generated from the server-side 
data source, the %toppings hash in this case.  Thus, you 
know exactly which entries to look for in the %formHash.

foreach $key (sort keys %toppings) {
if(exists $formHash{$key}) {
#the checkbox was selected
# print the description fro m %toppings
# or push the $key onto an array
# or whatever
}

}

Note: You can use groups of checkboxes in which they all 
have the same name, although there is little advantage to that.

<input type="checkbox" name="x" value="value1"
<input type="checkbox" name="x" value="value2"
<input type="checkbox" name="x" value="value3"

If the user selects more than one of them, several
name=value pairs with the same name result in the query 
string.

x=value1&x=value3

This is a problem, since only the last value would be recorded 
in the %formHash under key x. (We will overcome this problem when 
we deal with multiple selection menus (which have only one name for a group 
of choices)).

Dealing with single-selection menus:

• The entire menu has only one name.  For example:
<select name="country">
<option value="0">Middle Earth</option>
<option value="1">Afghanistan</option>
...
<option value="237">Zimbabwe</option>

</select>

• Only one name value pair is submitted.  For example:
country=1

• So %formHash contains a unique name value pair for the 
entry.  For example, the submitted value (a country code in 
this case) is accessed by

$formHash{"country"}
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• If the menu was generated from a server-side data source like 
a hash
%countries = { "0" => "Middle Earth",

"1" => "Afganistan",
. . . 
"237" => "Zimbabwe" );

• Then more data associated with the user's menu choice is 
easily available in the CGI program.

print $countries{$formHash{"country"}};

or perhaps (to simplify the syntax)

$userchoice = $formHash{"country"};
print $countries{$userchoice};

Processing multiple selection menus:

• Again, the entire menu has only one name.

<select name="country" multiple="multiple">
<option value="0">Middle Earth</option>
<option value="1">Afghanistan</option>
...
<option value="237">Zimbabwe</option>

</select>

• Multiple menu selections results in multiple name=value
pairs in the query string, each with the same name.

country=0&country=2&country=236

• The decoding routine, as presented thus far, is not equipped 
to handle the situation of multiple pairs sharing the same 
name.

• One menu selection gets assigned to the %formHash as the 
loop in the decoding routine encounters it.

$formHash{"country"} = "0";

• Then a subsequent pass of the loop replaces that value with a 
new one.

$formHash{"country"} = "2";

• Thus, only the value of the last country=value pair 
encountered in the query string ends up in %formHash. 

The solution:
• All the values of the name=value pairs sharing a common 
name should be concatenated together using some delimiting 
symbol in %formHash.

• So the end result of decoding all the selections 
(country=0&country=2&country=236) from the country 
menu should be.

$formHash{"country"} = "0;2;236";

• Then we simply split the users choices out into an array in 
order to process them in the program.

@choices= split(/;/,$formHash{"country"});

• To implement this new capability in the decoding routine, 
the line which builds %formHash
$formhash{$name} = $value;

is replaced by the conditional
if(exists $formHash{$name}) {
$formHash{$name} = $formHash{$name}.";".$value;

}
else {
$formHash{$name} = $value;

}

Note: This also takes care of the case where more than one 
checkbox has the same name.

See pizza2.cgi.

Processing text areas (multi-line text fields)
• The main issue is how to deal with the line breaks.
• Browsers encode a line break in a text area as a carriage 
return / line feed combination.

Example of a URL-encoded text area:

The+first+sentence+wraps+around+automatically+in
+the+text+area.%0D%0AA+line+break+was+entered
+after+the+first+sentence+and+again+here%0D%0Ai
n+the+middle+of+this+sentence.
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• The carriage return (OD) / line feed (0A) combination is 
how the Windows ( or DOS) operating system encodes line 
breaks in text files.

• Unix/Linux uses only a line feed (0A).

• Historically, Mac OS (not sure about 10+) used only a
carriage return (OD).

• This is why passing text files around can be problematic:

Windows ==> Unix/Linux can result in extra junk in the file

Mac ==> Windows can result in the entire file on one line

• Fortunately, browsers on all platforms encode new lines as 
both carriage returns and line feeds %0D %0A.

• The issue is then how do deal with this in a CGI program in 
order to preserve the exact formatting of the submitted text.

The solution: Replace the %0D % 0A with one \n in the 
decoding routine using the substitution operator (covered in 
detail in Chapter 11).

$datastring =~ s/%0D%0A/\n/g;

The result: When Perl writes the data to a text file, for 
example, it converts the \n into the native line break on the 
particular system.  Thus, the formatting the user applied to the
data in the text field is preserved.

For a final version of the decoding routing as developed in Chapter 6 see:
decodingRoutine.cgi

For an example program which simply appends text field data onto a text 
file (a very crude guestbook) see:
comments.cgi

Without the extra step in the decoding 
routine, each line break in the text area 
would become two line breaks when 
run on a Unix or Linux system.


