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End of Chapter Solutions 

Chapter 5 Solutions

Review Questions

1. A symbolic link is also known as a soft link and is depicted by an @ appearing at the beginning of the filename when viewed using the ls –l command. True or False?

Answer: False

2. What was created to define a standard directory structure and common file location for Linux?

a. FSH

b. X.500

c. FHS

d. root directory

Answer: c

3. There is no real difference between the “S” and “s” special permissions when displayed using the ls –l command. One just means it is on a file and the other that it is on a directory. True or False?

Answer: False

4. The default permissions given by the system prior to analyzing the umask are ___________for directories, and __________ for files.

a. rw-rw-rw- and rw-rw-rw-

b. rw-rw-rw- and r--r--r--

c. rw-rw-rw- and rwxrwxrwx

d. rwxrwxrwx and rw-rw-rw-

e. rwxrw-rw- and rwx-rw-rw-

Answer: d

5. What must a user do to run cp or mv interactively and be asked if she wants to overwrite an existing file?

a. There is no choice as the new file will overwrite the old one by default.
b. Type interactive cp or interactive mv.
c. Type cp -i or mv-i.
d. Type cp –interactive or mv - interactive.
e. Just type cp or mv  as they run in interactive mode by default.
Answer: e
6. A user utilizes the chgrp command to give ownership of a file to another user. What must the user do to regain ownership of the file?
a. Run chgrp again listing himself as the new owner.
b. Nothing as this is a one-way, one-time action.
c. Have the new owner run chgrp and list the original owner as the new owner.
d. Run chown and list himself as the new owner.
Answer: c

7. After typing the ls –F command, you see the following line in the output:
 -rw-r-xr--    1 user1    root        0 Apr 29 15:40 file1  

What does this mean?

a. User1 has read and write, members of the root group have read and execute, and all others have read permissions to the file.
b. Members of the root group have read and write, user1 has read and execute, and all others have read permissions to the file.
c. All users have read and write, members of the root group have read and execute, and user1 has read permissions to the file.
d. User1 has read and write, all others have read and execute, and members of the root group have read permissions to the file.
Answer: a

8. After typing the command umask 731, the permissions on all subsequently created files and directories will be effected. In this case, what will the permissions on all new files be?

a. rw-rw-rw-

b. rwxrw-r--

c. ---r--rw-

d. ----wx--x

Answer: c

9. When you change the data in a file that is hard-linked to three others, __________.

a. Only the data in the file you modified is affected.

b. Only the data in the file you modified and any hard linked files in the same directory are affected.

c. The data in the file you modified and the data in all hard linked files are modified as they have different inodes.
d. The data in the file you modified as well as the data in all hard linked files are modified as they share the same data and all have the same inode and file size.
Answer: d

10. The command chmod 317 file1 would produce which of the following lines in the ls command?

a. --w-r--rwx    1 user1    root        0 Apr 29 15:40 file1

b. --wx--xrwx    1 user1    root        0 Apr 29 15:40 file1

c. -rwxrw-r-x    1 user1    root        0 Apr 29 15:40 file1

d. --w-rw-r-e    1 user1    root        0 Apr 29 15:40 file1

Answer: b

11. Which of the following commands will change the user ownership and group ownership of file1 to user1 and root respectively?

a. chown user1:root file1
b. chown user1 : root file1
c. This cannot be done because user and group ownership properties of a file must be modified separately.
d. chown root:user1file1
e. chown root : user1file1
Answer: a
12. What does the /var directory contain?

a. various additional programs

b. spools and log files

c. temporary files

d. files that are architecture independant

e. local variance devices

Answer: b

13. What does the mv command do? (Choose all that apply.)

a. It makes a volume.
b. It makes a directory.
c. It moves a directory.
d. It moves a file.
Answer: c,d

14. A file has the following permissions r----x-w-. The command chmod 143 would have the same effect as the command  _________. (Choose all that apply.)

a. chmod u+x-r,g+r-x,o+w file1
b. chmod u=w,g=rw,o=rx file1
c. chmod u-r-w,g+r-w,o+r-x file1
d. chmod u=x,g=r,o=wx file1
e. chmod u+w,g+r-w,o+r-x file1
f. chmod u=rw,g=r,o=r file1
Answer: d

15. The which command _________________?

a. can only be used to search for executables

b. searches for a file in all directories starting from the root

c. is not a valid Linux command

d. searches for a file only in directories that are in the PATH variable

Answer: d

16. Hard links need to reside on the same filesystem as the target, whereas symbolic links need not be on the same filesystem as the target. True or False?

Answer: True

17. When applied to a directory, the SGID special permission____________________.

a. causes all new files created in the directory to have the same group membership as the directory and not the entity that created them

b. cannot be done as it is only applied to files

c. allows users the ability to use more than two groups for files that they create within the directory

d. causes users to have their permissions checked before they are allowed to access files in the directory

Answer: a

18. Which command do you use to rename files and directories?

a. cp

b. mv

c. rn

d. rename

Answer: b

19. What are the three standard Linux permissions?

a. full control, read-execute, write

b. read, write, modify

c. execute, read, write

d. read, write, examine

Answer: c

20. Given the following output from the ls command, how many files are linked with file1?

 drwxr-xr-x    3 root     root         4096 Apr  8 07:12 Desktop

-rw-r--r--    3 root     root          282 Apr 29 22:06 file1

-rw-r--r--    1 root     root          282 Apr 29 22:06 file2

-rw-r--r--    4 root     root          282 Apr 29 22:06 file3

-rw-r--r--    2 root     root          282 Apr 29 22:06 file4

-rw-r--r--    1 root     root          282 Apr 29 22:06 file5

-rw-r--r--    1 user1    sys           282 Apr 29 22:06 file6

a. one

b. two

c. three

d. four

Answer: b

Hands-on Projects 

Project 5-1

Step 1: Not available.
Step 2: One subdirectory (Desktop) and three files (sample1, sample2, and sample3).
Step 3: Two subdirectories (Desktop and mysamples).
Step 4: sample1, sample2, and sample3.
Step 5: Nothing; it is empty.
Step 6: todelete/ is displayed.
Step 7: Not available.
Step 8: /.
Step 9: foruser1/ is displayed.
Step10: Not available.
Project 5-2

Step 1: Not available.
Step 2: One subdirectory (Desktop) and three files (sample1, sample2, and sample3)
Step 3: “missing destination file”; the cp command requires two arguments: a source and a target at minimum.
Step 4: Four, sample1,sample2,sample3, and sample1A (because a new file, sample1A, which is a copy of sample1 was created)
Step 5: Four, sample1,sample2,sample3, and sample1A, because the new file sample1B was created in the subdirectory mysamples.
Step 6: Yes.
Step 7: Two, sample1B and sample2, which was copied to this directory using the . notation.
Step 8: Yes.
Step 9: You are prompted to overwrite the existing sample2 file in the mysamples directory because it already exists, four because sample1 and sample3 were added and sample2 was overwritten, there should be 4 files (the three just copied plus the one copied earlier)
Step 10: It warns you that mysamples is a directory; you must use the –r switch to copy directories.
Step 11: Yes, yes.
Step 12: Not available.
Project 5-3

Step 1: Not available.
Step 2: five: sample1, sample1A, sample1B, sample2, and sample3.
Step 3: “missing file argument”; the cp command requires two arguments: a source and a target at minimum.
Step 4: five: sample1A, sample1B, sample2, sample3, and sample4; because the source directory was the same as the target directory, the file sample1 was not moved, but rather renamed to sample4.
Step 5: four: sample1A, sample1B, sample2, and sample3 because sample4 was moved to the target directory mysamples.
Step 6: Not available.
Step 7: four: sample1, sample1B, sample2, and sample3 because sample4 was moved to the parent directory /root specified as the target directory by the .. used in the command.
Step 8: Not available.
Step 9: “overwrite mysamples/sample4?” because you are trying to move a file called sample4 into a directory and rename it sample2, yet that file already exists in the directory.
Step 10: Not available.
Step 11: Not available.
Step 12: two: sample1A and sample 1B, the “?” wildcard in the command matched any filename only one character after sample, thus sample2 and sample3 were moved whereas sample1A and sample 1B remained.

Step 13: Not available.
Step 14: Not available.
Step 15: Not available.
Step 16: The mv command simply renames the directory only—not all files recursively in that directory.
Step 17: Not available.
Project 5-4

Step 1: Not available.
Step 2: Sample1, sample1A, sample1B, sample2, sample3
Step 3: No, the ls –F command does not indicate hard links. Yes, the link count for both files is 2, and they both share the same inode number.
Step 4: 3 because there are three files that now share the same inode.
Step 5: Not available.
Step 6: Yes, hard linked files share the same data.
Step 7: Yes, ls –F indicates symbolic links by appending an @ symbol to the filename. The ls –l command displays an arrow to indicate the target beside the filename and an l character in the type column. Both files have different inode numbers.
Step 8: Not available.
Step 9: symlinksample is much smaller than sample2; when the user uses the cat command to view symlinksample, she is actually viewing the sample2 file.

Step 10: netscripts is a directory symbolic link; when the pwd command is executed, it indicates the /root/samples/netscripts directory although the actual directory is /etc/sysconfig/network-scripts—this type of linking makes distant directories easier to access.
Step 11: Not available.
Project 5-5

Step 1: Not available.
Step 2: No, because the locate database does not contain the information for newfile.
Step 3: Yes, because the locate database contains the information for newfile, found quickly because the database of filenames is searched.
Step 4: Yes, but it takes longer than locate because it checks the entire system.
Step 5: Yes, it took less time because the /root directory was searched only.
Step 6: No, because the /root directory is not in $PATH—the /bin directory is listed in $PATH.
Step 7: Yes, because the grep command is in the /bin directory, which is listed in $PATH.
Step 8: All of the files including “sample” used earlier in the exercise because the wildcard was used.
Step 9: Symbolic links because of “type” 1”.
Step 10: Empty files.
Step 11: Not available.
Project 5-6
Step 1: Not available.
Step 2: Not available.
Step 3: Yes, because both directories were empty.
Step 4: The rm command prompts the user to confirm each deletion.
Step 5: Yes, all three files are deleted immediately because the –f switch does not prompt the user to confirm each deletion.
Step 6: The rmdir command cannot delete a directory unless it is empty.
Step 7: Yes.
Step 8: Not available.
Project 5-7
Step 1: Not available.
Step 2: Not available.
Step 3: Everyone.
Step 4: Nobody.
Step 5: Yes, because you have the write permission to the directory that contains the file.
Step 6: Not available.
Step 7: root and root; user1 belongs to the "other" category, which has r-x to the directory.
Step 8: Not available.
Step 9: Not available.
Step 10: Yes, the x permission allows the user to change to the directory and the r permission allows the user to list files within. Because user1 does not have w permission to the directory, you are unable to delete the hosts file inside it.

Step 11: Not available.
Step 12: Yes, the root user can change any permissions.
Step 13: Not available.
Step 14: Yes, because user1 has w permission to the directory.
Step 15: Not available.
Step 16: Not available.
Step 17: root and root; user1 belongs to the "other" category, which has r-- to the directory.
Step 18: Not available.
Step 19: Because user1 has r permission, the cat command was successful, but the vi editor was unable to save changes because user1 does not have w permission.
Step 20: Not available.
Step 21: Not available.
Step 22: Not available.
Step 23: Yes, the w permission allows user1 to save changes to the file.
Step 24: No, text files should not be executed. All files in /bin are executable by all users and should have execute because they contain binary data as shown by the file command.
Step 25: Not available.
Step 26: Not available.
Step 27: Not available.
Project 5-8
Step 1: Not available.
Step 2: Not available.
Step 3: 022.
Step 4: utest1 has rw-r--r-- and udir1 has rwxr-xr-x.
Step 5: Not available.
Step 6: utest2 has rw-rw---- and udir2 has rwxrwx---.
Step 7: Not available.
Project 5-9

Step 1: Not available.
Step 2: Not available.
Step 3: You were the original owner of the file and directory.
Step 4: You were the original owner of the file and directory.
Step 5: You are no longer the owner of the file and directory.
Step 6: Not available.
Step 7: Not available.
Step 8: Not available.
Step 9: Not available.
Step 10: Not available.
Step 11: root because it was changed recursively.
Step 12: You have w permission to the directory that contained the ownerdir directory.
Step 13: Not available.
Project 5-10

Step 1: Not available.
Step 2: user1 and user1.
Step 3: The SUID bit is set, which allows others to execute the file as the user1 user.
Step 4: The SUID and SGID bits are set, which allows others to execute the file as the user1 user and a member of the user1 group.
Step 5: Without execute, the special permission is capitalized (S) for the SGID and SUID and they won’t work.
Step 6: Not available.
Step 7: The sticky bit is set; all users can add files, but only the owner of a file can delete it.
Step 8: Not available.
Step 9: Sticky bit is the special permission set for step 9 and root can add or remove.
Step 10: Not available.
Step 11: Not available.
Step 12: Not available.
Step 13: Not available.
Step 14: rootfile (owned by root) and user1file (owned by user1).
Step 15: Yes, you were able to delete the file because you were the owner.
Step 16: You are unable to delete the file because the root user is the owner of it.
Step 17: Not available.
Discovery Exercises

Discovery Exercise 1

Not available.
Discovery Exercise 2

Not available.

Discovery Exercise 3

a) find / -name "*test*"
b) which awk
c) find /usr –size +50k
d) find /usr –size -70k 
e) find / -type l
f) find /var –amin -60

g) find /var –atime -6

h) find /home –size 0

i) find /etc –group bin

Discovery Exercise 4

a) 644

b) 444

c) 076

d) 356

e) 667

f) 240

Discovery Exercise 5

	Filename
	Mode
	
	Read
	Edit
	Execute
	List
	Delete

	sample1
	rw-rw-rw-
	User

Group

Other
	*

*

*
	*

*

*
	
	*

*

*
	*

	sample2
	r--r-----
	User

Group

Other
	*

*
	
	
	*

*

*
	*

	sample3
	rwxr-x---
	User

Group

Other
	*

*
	*
	*

*
	*

*

*
	*

	sample4
	r-x------
	User

Group

Other
	*
	
	*
	*

*

*
	*


Discovery Exercise 6

	Filename
	Mode
	
	Read
	Edit
	Execute
	List
	Delete

	sample1
	rwxr--r--
	User

Group

Other
	*

*
	*
	*
	*
	*

	sample2
	r-xr--rw-
	User

Group

Other
	*

*
	
	*
	*
	*

	sample3
	--xr-x---
	User

Group

Other
	*
	
	*

*
	*
	*

	sample4
	r-xr--r--
	User

Group

Other
	*

*
	
	*
	*
	*


Discovery Exercise 7

a) directories: 760 files: 660

b) directories: 505 files: 404

c) directories: 000 files: 000

d) directories: 777 files: 666

e) directories: 700 files: 600

f) directories: 750 files: 640

Discovery Exercise 8

Answers will vary. Umasks 077 and 027 increase security but still allow the owner access permissions.

Discovery Exercise 9

a) 023

b) impossible because x permission is never given to files upon creation

c) impossible because x permission is never given to files upon creation

d) 000

e) 607

f) answers will vary

g) 032

h) answers will vary
Discovery Exercise 10

a) 754

b) 602

c) 276

d) 671

e) 170

f) 277

g) 745

h) 777

i) 000
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